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ABSTRACT: This paper is a review of  partial-
ly available surveillance literature in an attempt to 
[aV\PM[QbM�QVNWZUI\QWV�IJW]\�\PM�ÅMTL�WN �[]Z^MQTTIVKM�
within sociology to provide a clearer understanding of  
\PM�XZWKM[[�I[�I�_PWTM��<PQ[�XIXMZ�IZO]M[�\PI\�UWLMZV�
surveillance paradigms evolve much like a positive 
feedback loop in the biological sense, where increasing 
surveillance feeds back into the need for more sur-
veillance, causing an exponential (if  left unchecked) 
ZQ[M�QV�\PM�TM^MT�WN �[]Z^MQTTIVKM�_Q\PQV�IVL�WN �[WKQM\a��
This position is supported through evidence from a 
thought-provoking question, surveillance assemblages, 
risk as a psychological and sociological process and its 
MٺMK\�WV�[]Z^MQTTIVKM��IVL�[]Z^MQTTIVKM�KIXQ\ITQ[U��.Q-
nally, this paper concludes with a possible way forward 
for the study of  surveillance, how to end this feedback 
loop, and where future research within sociology and 
[]Z^MQTTIVKM�I[�I�NWK][�KW]TL�JM�\ISMV�
_______________________________________

 
3-A?7:,;"�;]Z^MQTTIVKM��ZQ[S�XMZKMX\QWV[�� 
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with no visually present surveillance measures, you 
might believe that there is less risk present within the 
[\WZM�I[�\PM�VMML�NWZ�[]Z^MQTTIVKM�Q[�TM[[MVML��<PMV��aW]�
go into the store next to it, and there are more cameras, 
security guards, and other surveillance technologies 
\PIV�aW]�KIV�KW]V\��AW]�UIa�_WVLMZ�_Pa�\PMZM�Q[�[]KP�
a need for high levels of  surveillance, and what risks 
\PW[M�\MKPVWTWOQM[�IZM�JMQVO�][ML�\W�XZW\MK\�aW]�NZWU��
1V�\PM�ÅZ[\�M`IUXTM��aW]�IZM�I\�I�PQOPMZ�TM^MT�WN �ZQ[S�
as protective devices are not as present, but feel safer, 
and in the second example, you are more protected but 
feel less safe as you dwell heavily on the risks that the 
[]Z^MQTTIVKM�Q[�][ML�\W�XZW\MK\�aW]�NZWU��:Q[S�UIV-
agement and surveillance have a positive correlational 
relationship, wherein surveillance is proposed as a risk 
management strategy, but the presence and perception 
of  surveillance can cause a vicious cycle of  increasing 
TM^MT[�WN �[]Z^MQTTIVKM��.WZ�M`IUXTM��*MKS���!!���[\I\M[�
that surveillance is a necessary part of  a risk society that 
can be used to reduce exposures to danger, although, in 
the process, we allow more and more of  ourselves to be 
[]Z^MQTTML��.]Z\PMZ��*MVVM\\�M\�IT��������QV�¹<ZIV[XIZMV\�
Lives,” state that “ironically, so much focus on security 
can breed insecurity” (42), perfectly encapsulating this 
M`IUXTM��<PM[M�I]\PWZ[�N]Z\PMZ�PQOPTQOP\�\PM�XIZILW`-
QKIT�VI\]ZM�WN �[]Z^MQTTIVKM�_PMV�\PMa�[\I\M�\PI\�¹C���E�
even though we are probably, on average, safer than 
ever, people tend to spend more energy dwelling on the 
ZQ[S[�\PI\�ZMUIQVº�������<PQ[�TMIL[�\W�QVKZMI[QVO�TM^MT[�WN �
surveillance in response to the perception of  the pres-
ence of  risk, regardless of  the sociological understand-
ing that more surveillance only increases the number 
of  risk people believe themselves to be in, continuing to 
NMML�QV\W�\PM�XW[Q\Q^M�NMMLJIKS�TWWX�WN �[]Z^MQTTIVKM��

Surveillance Assemblages and their Role in the 
Positive Feedback Loop

Modern surveillance usage has largely come to culmi-
nate into perceived assemblages, meaning that levels 
of  surveillance are spreading to every corner of  society 
and cross-sectioned with technology, integrating togeth-
MZ��<PQ[��\PMZMNWZM��QVKZMI[M[�\PM�TM^MT[�WN �QV^I[Q^MVM[[�
of  surveillance, and the data gained as a result is vaster 
\PIV�M^MZ�JMNWZM��0IOOMZ\a�IVL�-ZQK[WV���������1V�\PMQZ�
work “Surveillant Assemblages,” Haggerty and Ericson 
(2000) argue that these increasing levels of  surveillance 
are causing a loss of  the ability to be anonymous, with 
surveillance users employing strategies in order to 
QLMV\QNa�QVLQ^QL]IT[�NWZ�\PM�][MZ¼[�XZW\MK\QWV��<PQ[�QV\M-
gration of  surveillance is meant to further reduce risk 
on all sides, and it may do so, however, the perception 
of  the presence of  risk remains, and as a result, the 
TM^MT�WN �[]Z^MQTTIVKM�N]Z\PMZ�QVKZMI[M[��<PM�V]UJMZ�WN �
surveillance technologies and methods is increasing 
and becoming further interconnected and, as such, 
the populations of  the world witness and experience 
greater surveillance, feeding fears of  danger and risk 
M^MV�UWZM��?PMV�M^MZa�I[XMK\�WN �WVM¼[�TQNM�Q[�M`XW[ML�

Introduction

Trends among surveillance studies have undergone an 
abundance of  shifts throughout its relatively short exis-
\MVKM��5aZQIL�NIKM\[�WN �[]Z^MQTTIVKM�PI^M�JMMV�QV[XMK\-
ML�NZWU�LQٺMZMV\�IVOTM[�QV�I\\MUX\[�\W�ÅVL�\PM�UW[\�
M^QLMVKM�[]XXWZ\ML�[WKQWTWOQKIT�\PMWZa�WN �[]Z^MQTTIVKM��
Although numerous scholars have attempted to develop 
extensive theories within surveillance studies, there has 
been a lack of  a complete synthesis of  and expla-
nations for all aspects of  surveillance, and although 
fusion still requires more research, a common theme 
among much surveillance research can be scrutinized: 
ZQ[S�UIVIOMUMV\��:Q[S�UIVIOMUMV\�PI[�MUMZOML�I[�I�
potential focus for contemporary surveillance, as vast 
and diverse methods have been proposed to reduce the 
number of  risk individuals and groups are exposed to 
LIQTa��8IZILW`QKITTa��\PM�XZM[MVKM�WN �[]Z^MQTTIVKM�PI[�
the ability to manage and mitigate risk, and at the same 
time, surveillance increases the likelihood of  developing 
KWVKMZV�NWZ�\PM�XW\MV\QIT�LIVOMZ[�_Q\PQV�[WKQM\a��;]Z-
veillance is so much more than just cameras monitoring 
a store, and the paradigm of  the expansion of  surveil-
TIVKM�Q\[MTN �[PW]TL�JM�NWK][ML�WV��)T\PW]OP�\PM�KWVKMX\�
of  a positive feedback loop has been studied extensively 
_Q\PQV�\PM�ÅMTL�WN �JQWTWOa��Q\�Q[�aM\�\W�JM�IXXTQML�\W�
[]Z^MQTTIVKM�[\]LQM[�_Q\PQV�\PM�ÅMTL�WN �[WKQWTWOa��_PMZM�
increasing the level of  surveillance present feeds back 
into the perception of  the need for increasing the level 
WN �[]Z^MQTTIVKM��<PM�X]JTQK�XMZKMX\QWV�WN �ZQ[S�JMQVO�
present when surveillance is used is the primary focus, 
rather than its intended purpose of  reducing the risk of  
LIVOMZ��<PQ[�XIXMZ�_QTT�IVITabM�IVL�XZW^QLM�M^QLMVKM�
for the presence of  a positive feedback loop within sev-
eral modern surveillance paradigms, as well as a possi-
ble way forward to stop this cycle before the expansion 
WN �[]Z^MQTTIVKM�JMKWUM[�]VKWV\ZWTTIJTM�

A Philosophical Anecdote and the Positive Feed-
back Loop Overview

<W�JMOQV��IV�WXMZI\QWVIT�LMÅVQ\QWV�WN �[]Z^MQTTIVKM�U][\�
be stated in order to establish working parameters for 
IVITa[Q[��4aWV��������QV�¹;]Z^MQTTIVKM�;WKQM\a¼¼��LMÅVM[�
[]Z^MQTTIVKM�I[�¹C���E�Q\�Q[�IVa�KWTTMK\QWV�IVL�XZWKM[[QVO�
WN �XMZ[WVIT�LI\I��_PM\PMZ�QLMV\QÅIJTM�WZ�VW\��NWZ�\PM�
X]ZXW[M[�WN �QVÆ]MVKQVO�WZ�UIVIOQVO�\PW[M�_PW[M�LI\I�
PI^M�JMMV�OIZVMZMLº������.]Z\PMZUWZM��\PM�KWVKMX\�WN �
I�XW[Q\Q^M�NMMLJIKS�TWWX�U][\�JM�WXMZI\QWVITTa�LMÅVML�
I[�_MTT��?PMV�M`IUQVML�_Q\PQV�\PM�ÅMTL�WN �JQWTWOa��
the feedback loop is described as “a system where one 
variable increases the quantity of  another variable, 
which in turn increases the quantity/occurrence of  the 
ÅZ[\�^IZQIJTMº��6MT[WV���� �#�\PQ[�[IUM�XZQVKQXTM�KIV�
JM�][ML�_PMV�IVITabQVO�[]Z^MQTTIVKM��)�OZMI\�LMIT�WN �
scholarly research has analyzed surveillance from a va-
riety of  perspectives, but a philosophical anecdote may 
illustrate this phenomenon of  the positive feedback 
TWWX�UWZM�[]KKM[[N]TTa��1UIOQVM�aW]�_ITS�QV\W�I�[\WZM�
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and led to years and years of  wars “On Terror” being 
waged by the western world on many middle eastern 
KW]V\ZQM[��[]KP�I[�1ZIY�WZ�;aZQI��?PQTM�\PM�TWVO�\MZU�
purpose of  said wars has been up for debate for a 
long time, whether it be for materialistic gain (Bayo 
�������WZ�QUXMZQITQ[U��.W][SI[�IVL�/�SIa��������Q\�_I[�
initially a retaliatory measure for the September 11th 
I\\IKS[��<PM[M�_IZ[�KI][ML�\PW][IVL[�WN �]VVMKM[[IZa��
unrelated deaths after the attacks on both sides, such 
I[�KQ\QbMV[�_PW�PIL�VW\PQVO�\W�LW�_Q\P�Q\��.]Z\PMZ��\PM�
fallout of  what happened after resulted in many numer-
W][�[QLM�MٺMK\[��[]KP�I[�`MVWXPWJQI�IVL�Q[TIUWXPWJQI�
�3]UIZ�������\PI\�PI[�PIL�TI[\QVO�ZIUQÅKI\QWV[�WV�
international relations and on the lives of  many citizens 
QV[QLM�_M[\MZV�VI\QWV[��,WUM[\QKITTa��VI\QWVIT�[MK]ZQ\a�
measures started to expand incredibly fast, result-
QVO�QV�PQOPMZ�TM^MT[�WN �[]Z^MQTTIVKM�\PIV�M^MZ�JMNWZM��
Rhizomatic expansion, as stated earlier by Haggerty 
and Ericson (2000), of  surveillance assemblages also 
UIVQNM[\ML�XW[\�!�����4aWV��������M`MUXTQÅM[�\PQ[�_Q\P�
¹<PM�[]Z^MQTTIVKM�IN\MZUI\P�WN �!����IT[W�PQOPTQOP\[�
two key trends: the convergence and integration of  dif-
NMZMV\�[]Z^MQTTIVKM�[a[\MU[��IVL�\PMQZ�OTWJITQbI\QWV�º�� ���
These surveillance measures were meant to protect the 
country from threats from other nations and their peo-
ple, but modern western governments have gone the 
other way, furthering their own surveillance capabilities 
and frequency of  its own citizens within the borders of  

\W�M`\MV[Q^M�[]Z^MQTTIVKM��NMIZ�[M\[�QV�I[�\W�_Pa��<PM[M�
assemblages are thus not reducing perceived feelings of  
ZQ[S��J]\�ZI\PMZ��QVKZMI[QVO�\PMU��)[�UWZM�[]Z^MQTTIVKM�
measures are brought together into the assemblages, 
the more the population is going to believe they are 
I\�ZQ[S��<PM�OZW_\P�WN �\PM[M�I[[MUJTIOM[�Q[�TQSMVML�\W�
“rhizomatic expansion” where surveillance assemblages 
“grow like weeds” (Haggerty and Ericson 2000, 614), 
and this growth further feeds into the positive feedback 
TWWX�WN �[]Z^MQTTIVKM�

+IXQ\ITQ[U�IVL�0W_�\PM�)[[]ZIVKM�WN �8ZWÅ\�
Feeds into the Positive Feedback Loop

8ZWÅ\[�NZWU�[]Z^MQTTIVKM�IT[W�JMVMÅ\��NMML�QV\W��IVL�
XZW\MK\�\PM�XW[Q\Q^M�NMMLJIKS�TWWX��)[�I�ZM[]T\��[]Z^MQT-
lance can be proposed as a risk management strategy 
VW\�WVTa�NWZ�QVLQ^QL]IT[�J]\�NWZ�KWZXWZI\QWV[�I[�_MTT��
In his work “Surveillance, Crime and the Police,’’ 
Haggerty (2012) states that the private operation of  
surveillance cameras began within the private sector 
in order to protect themselves from theft, fraud, and 
numerous other dangers that may cost the corporations 
UWVMa��<PM�ZQ[S�WN �UWVM\IZa�TW[[�PI[�VW\�WVTa�TML�
corporations to place their own surveillance devices 
within their physical property but has also caused them 
to seek out other data about the public in order to gain 
XZWÅ\[��)V�M`IUXTM�WN �\PQ[�KIV�JM�[MMV�_Q\P�KWZXWZI\M�
UIZSM\QVO�]\QTQbQVO�IL^MZ\Q[MZ�XZWÅTQVO�IV�QVLQ^QL]IT¼[�
online browsing and spending in order to advertise to 
\PMU�UWZM�MٺMK\Q^MTa��IVL�QV�\]ZV��OIQV�UWZM�XZWÅ\��
B]JWٺ��������LQ[K][[M[�\PQ[�QV�OZMI\�LM\IQT�QV�¹;]Z^MQT-
TIVKM�+IXQ\ITQ[U�º�_PQKP�M`MUXTQÅM[�\PQ[�VM_�XIZI-
digm when they state: “new monetization opportunities 
are thus associated with a new global architecture of  
data capture and analysis that produces rewards and 
punishments aimed at modifying and commoditizing 
JMPI^QW]Z�NWZ�XZWÅ\º�� ����<PM�ZMTI\QWV[PQX�JM\_MMV�
corporations and surveillance is not only reactive and 
LMNMV[Q^M��J]\�XZWIK\Q^M�IVL�WٺMV[Q^M�I[�_MTT��QV�WZLMZ�
to protect themselves from the risk of  losing potential 
XZWÅ\��+WZXWZI\QWV[�_W]TL�\P][�XMZKMQ^M�\PMU[MT^M[�\W�
JM�I\�ZQ[S�WN �XZWÅ\�TW[[�QN �VW\�NWZ�[]Z^MQTTIVKM�\MKP-
nologies, and in turn, surveillance levels increase not 
WVTa�XPa[QKITTa��J]\�LQOQ\ITTa�I[�_MTT��<PQ[�QTT][\ZI\M[�\PM�
pervasive nature of  the positive feedback loop, as the 
ZQ[S�WN �XZWÅ\�TW[[�TMIL[�\W�QV^M[\QVO�QV�QVKZMI[ML�TM^MT[�
WN �[]Z^MQTTIVKM�NWZ�VM_�I^MV]M[�\W_IZL[�XZWÅ\��_PQKP�
I[�I�ZM[]T\��QVKZMI[M[�\PM�KIXIJQTQ\QM[�WN �XZWÅ\��I[�_MTT�
as the risk for money loss if  this expenditure was not 
[]KKM[[N]T�

The Rapid Expansion of  Surveillance and Na-
tional Security

<PM�XW[\�!���_M[\MZV�_WZTL�[I_�\PM�ZQ[M�WN �\PM�ITZMILa�
expanding vast regime of  surveillance skyrocket due to 
UWZIT�XIVQK[�IVL�_M[\MZV�Q[WTI\QWVQ[\�XWTQKQM[��6I\QWVIT�
security became a forefront of  policy decision-making 
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\PMQZ�VI\QWV[��I[�_MTT�I[�W]\[QLM�\PZMI\[��<PM�KW]V\ZQM[�
][ML�VI\QWVIT�[MK]ZQ\a�I[�I�R][\QÅKI\QWV�NWZ�Q\��J]\�\PQ[�
PI[�WVTa�NML�QV\W�\PM�TWWX�UWZM��.WZ�M`IUXTM��\PM�8I\ZQ-
W\�)K\�QV�\PM�=;)��*QTT�+����IVL�+����QV�+IVILI��IVL�
W\PMZ�[QUQTIZ�TMOQ[TI\QWV�PI[�PIL�\PM�WXXW[Q\M�MٺMK\�WN �
furthering citizen fears of  an omnipresent, surveilling 
government that could be violating our rights and free-
doms (Alford 2016), rather than the intended purpose 
of  quelling their fears of  national security risks from 
W\PMZ�NWZMQOV�VI\QWVIT[��+;1;�QV�+IVILI�IVL�\PM�6;)�
in the US were created, adding to the governments’ 
abilities to surveil, as legislation to protect domestic 
QV\MZM[\[�TIOOML�JMPQVL��)TNWZL��������8WTQKaUISMZ[�NMT\�
as if  the risk was incredibly high and used that fear to 
expand surveillance not only of  their own people but of  
foreign nationals who they felt might be a threat (Foley 
��� ���<PQ[�NMIZ�ITTW_ML�IVL�R][\QÅML�\PM�OW^MZVUMV\[�
of  each country the ability to spy on their, and other 
countries’ citizens, as the legality of  such spying was not 
I�NWK][�I\�\PM�\QUM�LQZMK\Ta�NWTTW_QVO�\PM�I\\IKS[��)�¹LW�
and ask for forgiveness later” approach was essentially 
employed by the governments of  western nations, but 
by the time forgiveness is sought, the damage could 
ITZMILa�JM�LWVM��)�Y]W\M�NZWU�4aWV��������MVKIX[]-
lates this idea perfectly: “The current anxious and tense 
situation which has followed September 11, 2001, is 
helping to create a potentially parlous augmentation 
of  surveillance of  the latter [socially negative] kind 
QV�[M^MZIT�KW]V\ZQM[�º�������,]M�\W�\PQ[�ZIXQL�M`XIV-
sion, surveillance technology and capabilities soared, 
meaning surveillance was increasingly becoming a part 
WN �M^MZaLIa�TQNM��?PMV�XMWXTM�[MM�\PM[M�ZQ[QVO�TM^MT[�
of  surveillance, their fear of  the risks also increases, 
IVL�I[�I�ZM[]T\��[]Z^MQTTIVKM�QVKZMI[M[�I[�_MTT��!����
caused an exponential rise in surveillance, not only in 
\PM�\MKPVWTWOa��J]\�IT[W�\PM�Y]IV\Q\a��1\�PI[�[MZ^ML�I[�I�
metaphorical trampoline for the continuing expansion 
WN �[]Z^MQTTIVKM�\PI\�PI[�XMZ[Q[\ML�M^MZ�[QVKM�

Where To Now?

The next question many have is where we go from 
here? How do we stop this rapid expansion of  surveil-
TIVKM'�-L]KI\QWV�WV�\PM�\WXQK�Q[�\PM�ÅZ[\�[\MX�\W_IZL[�
ending the positive feedback loop of  surveillance that 
not only serves to grow itself  but takes away the privacy 
IVL�QLMV\Q\a�WN �QVLQ^QL]IT[�QV�\PM�XZWKM[[��:Q[S��PW_M^-
er, cannot be completely avoided, which, as seen, leads 
\W�UWZM�[]Z^MQTTIVKM��)[�LMUWV[\ZI\ML��JMQVO�I_IZM�
of  surveillance without a proper understanding of  its 
purpose can lead to inaccurate perceptions of  the in-
\MV\QWV[�WN �[]Z^MQTTIVKM��<PQ[�KIV�JM�ZMUMLQML�\PZW]OP�
ZM[Q[\IVKM��PW_M^MZ��_PQKP�Q[�I�[QLM�MٺMK\�WN �\PM�QVKZMI[-
QVO�TM^MT[�WN �[]Z^MQTTIVKM��<PQ[�ZM[]T\QVO�ZM[Q[\IVKM�\W�
surveillance is a reactionary measure to growing levels 
of  surveillance and is necessary to stop the cycle of  the 
XW[Q\Q^M�NMMLJIKS�TWWX��/QTTQWU�IVL�5WVIPIV¼[��������
work, “Everyday Resistance,” states that “although 
surveillance systems are becoming more encompass-

ing and totalizing, amassing data and manipulating 
people as objects, resistance remains one of  the levers 
by which power relationships can be adjusted, in trivial 
WZ�[QOVQÅKIV\�_Ia[��_Q\PQV�\PM�UIKPQVM�WN �UWLMZV�
TQNMº��������<PQ[�\PMV�QTT][\ZI\M[�\PM�MٺMK\�ZM[Q[\IVKM�KIV�
have on surveillance as it can lead to problem-solving 
measures such as public education about surveillance 
and privacy legislation to ensure individuals are pro-
\MK\ML��8ZQ^IKa�U][\�JM�I\�\PM�NWZMNZWV\�WN �[]Z^MQTTIVKM�
policymaking, not lagging behind as it typically does, 
since surveillance is expanding faster than the already 
M[\IJTQ[PML�TI_[�KIV�PIVLTM��*MVVM\\�M\�IT���������<PM�
phenomenon of  the positive feedback loop can lead to 
further invasive surveillance levels of  individuals who 
often do not need to be surveilled and deserve privacy 
IVL�XZW\MK\QWV�QV[\MIL��4aWV��������[\I\M[�\PI\�¹1�_Q[P�
to bypass the hype and to argue soberly that unless 
\PM�K]ZZMV\�QV\MV[QÅKI\QWV�WN �[]Z^MQTTIVKM�Q[�[TW_ML�
or stopped, in the USA and elsewhere, the emerging 
climate of  suspicion will envelop us all in conditions 
that are not merely disagreeable but unjust and unfree” 
�����-L]KI\QWV��]VLMZ[\IVLQVO��IVL�TMOQ[TI\QWV�I[�I�
result of  resistance can therefore all work together to 
[\WX�\PM�M`XWVMV\QIT�M`XIV[QWV�WN �[]Z^MQTTIVKM��1\�U][\�
be exercised before surveillance expansion becomes 
unmanageable and loses the ability to be controlled by 
P]UIV[��IVL�[WKQM\a�Q[�LIUIOML�I[�I�ZM[]T\�

Conclusion 

Perceptions of  surveillance and risk have large levels of  
QV\MZXTIa�_Q\P�WVM�IVW\PMZ��<PM�IK\QWV[�WN �QVKZMI[QVO�
surveillance to mitigate feelings of  risk tend to have 
\PM�WXXW[Q\M�QV\MVLML�MٺMK\��1VKZMI[ML�[]Z^MQTTIVKM�
creates feelings of  increased risk, which in turn leads to 
more surveillance to “solve” the problem, leading to a 
never-ending positive feedback loop of  surveillance ex-
XIV[QWV��5IVa�[]Z^MQTTIVKM�][MZ[�IVL�QVLQ^QL]IT[�_PW�
IZM�UWVQ\WZML�ZI\QWVITQbM�\PQ[�MٺMK\�NWZ�I�^IZQM\a�WN �ZMI-
[WV[��[]KP�I[�ZQ[S�UIVIOMUMV\�IVL�M^MV�NWZ�XZWÅ\��-^Q-
LMVKM�NWZ�\PQ[�MٺMK\�KIV�JM�[MMV�QV�W\PMZ�KWV\MUXWZIZa�
[]Z^MQTTIVKM�\PMWZQM[�I[�_MTT��<PM[M�\PMWZQM[�I\\MUX\�\W�
M`XTIQV�LQٺMZMV\�I[XMK\[�WN �[]Z^MQTTIVKM��IVL�\PM�XW[Q-
tive feedback loop is present in these theories, as they 
ITT�[PIZM�M^QLMVKM�NWZ�\PM�M`Q[\MVKM�WN �\PQ[�MٺMK\��*MQVO�
aware of  and understanding this loop is paramount for 
necessitating change that will halt the inclining slope 
that is the amount of  surveillance in contemporary so-
KQM\a��1\�Q[�VW\�SVW_V�\PM�\Z]M�TQUQ\[�WN �[]Z^MQTTIVKM�IVL�
its consequences, which could potentially be damaging 
\W�[WKQM\a�_Q\PW]\�KWV\ZWT[�QV�XTIKM��<PM�WV][�Q[�TIZOMTa�
on the population who is being monitored to speak 
out and resist the expansion of  surveillance, and thus 
it is on us to have a say in how much we are willing to 
JM�[]Z^MQTTML�_Q\PW]\�X][PJIKS�IVL�XW\MV\QIT�KPIVOM��
Ending this cycle of  positive feedback is very important 
for society’s well-being, but does require further socio-
TWOQKIT�ZM[MIZKP�\W�N]TTa�IVITabM�\PM�LMX\P�IVL�MٺMK\�
of  this phenomenon and keep surveillance levels from 
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